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1 Decision/action requested 
This contribution provides way forward for TS 33.809.
2 References
3 Rational
3.1 How does UE connect to FBS?
We have studied that there are 4 scenarios for the UE to connect to FBS as shown in table 1.
Table 1 How does UE connect to FBS
	Scenario
	UE action
	FBS action

	IDLE -> CONNECTED
	Reselect cell with better signalling based on cell information from FBS

Random Access to FBS and send RRC Setup Request
	Close to the UE so that the UE will get better signalling.
Forge cell with the same PLMN ID so that the UE may have higher priority to select the cell. Broadcast forged cell.

	INACTIVE -> CONNECTED (including RNAU)
	Reselect cell with better signalling based on cell information from FBS

Random Access to FBS and send RRC Resume Request
	Close to the UE so that the UE will get better signalling.

Forge cell with the same PLMN ID so that the UE may have higher priority to select the cell. Broadcast forged cell.

	CONNECTED (RLF)
	Reselect cell with better signalling based on cell information from FBS

Random Access to FBS and send RRC Reestablishment Request
	Close to the UE so that the UE will get better signalling.

Forge cell with the same PLMN ID so that the UE may have higher priority to select the cell. Broadcast forged cell.

	CONNECTED (Handover)
	Report cell signalling in MR

Source RAN trigger HO because signalling is over the HO threshold.
Source RAN trigger CHO because the signalling is going to be larger than the HO threshold.
Random Access to FBS and send RRC Reconfiguration Complete
	Close to the UE so that the UE will get better signalling.

Forge cell with the same cell ID with target RAN so that the source RAN may find the target RAN, and to initiate HO procedure. Broadcast forged cell.


If we could avoid the UE connect to the FBS covering 4 cases above, we could totally address whole FBS security issues. However, currently, we don't find suitable solutions to address all of the scenarios.
3.2 Broadcast Protection ≠ Avoid UE connecting to FBS.
What is contained in broadcast: a) CellSelectionInfo for cell reselection, (b) Access Control, (c) RAN information: useFullResumeID, EmergencySupport, TimersAndConstants, etc. Only CellSelectionInfo is used for UE to do re-selection.
· Is it useful to avoid the UE connect to the FBS if the broadcast is integrity protected with asymmetric key?
No, it is hard to find a parameter to avoid replay attack. Even not to consider how to sync ETC, if ETC time is used, it can be replayed in a short of period. So, the attacker could still make the UE connect to FBS as depicted in table 2.
Table 2 UE connects to FBS even the broadcast is protected with asymmetric key

	Scenario
	FBS action

	IDLE -> CONNECTED
	a) Passive: Forge cell with the same cell ID with surrounding RAN, replay the RAN’s broadcast, go close to the UE and wait for UE’s MO signalling.

b) Active: Forge cell with the different TAI in the cell ID, the UE does not get related public key for the TAI so that cannot verify the MAC, the UE camps on the cell because the cell ID has better signalling, and initiates TAU.

	INACTIVE -> CONNECTED (including RNAU)
	The same with IDLE -> CONNECTED

	CONNECTED (RLF)
	a) Passive: Forge cell with the same cell ID with surrounding RAN, replay the RAN’s broadcast, go close to the UE and wait for UE’s MO signalling.

b) Active: In addition to a), the FBS initiates radio jamming to make UE RLF.

	CONNECTED (Handover)
	Passive: Forge cell with the same cell ID with surrounding RAN, replay the RAN’s broadcast, go close to the UE and wait for source RAN to trigger UE to HO to FBS.


· Is it useful to avoid the UE connect to the FBS if the broadcast is integrity protected with symmetric key?
No, if symmetric key is used, means that multiple UEs are assigned the same key, the attacker may get the key too. Then, the attacker can forge a broadcast.
Thus, broadcast protection cannot help UE to avoid to connect to the FBS. The benefit for broadcast protection is to protect the IEs include in broadcast to avoid some attack: (a) Bidding-down on RAN capability: remove ims-EmergencySupport=true, emove ims-EmergencySupport=true, modify TimersAndConstants, etc. b) DoS attack: modify access control. We propose to use simple solution to avoid broadcast being modified in key issue 2.
3.3 What are impact caused by the FBS?
For different scenario, the FBS may cause different impact. We list impact and potential solutions in table 3.
Table 3 Impact and potential solution for different scenario of FBS
	Scenario
	Impact
	Potential Solution

	IDLE -> CONNECTED
	a) Sniffer, forge, and tamper with RRC signalling before AS SMC procedure, i.e. RRC Reject, UECapabilityEnquiry. (key issue #1)
b) Sniffer, forge, and tamper with NAS signalling before NAS SMC procedure, i.e. NAS Reject message. (key issue #1)
c) Sniffer, forge and tamper with UP data if UP security is not activated. (key issue #1)
d) Poison the location history of the victim UE by performing the authentication relay attack successively from different tracking areas. (key issue #5)
e) Don't transfer RRC/NAS signalling or UP data to trigger DoS attack to the UE. (key issue #3)
	a) UECapabilityEnquiry is concluded. RRC Reject has 3 solutions (2, 10, 16)
b) NAS Reject has a new solution
c) Solutions in UP IP are applied for UP protection.
d) Authentication relay attack has 2 solutions (5, 15).

e) No solution for protection of DoS attack to the UE.

	INACTIVE -> CONNECTED (including RNAU)
	a) Sniffer, forge, tamper with RRC signalling before successful resume procedure, i.e. RRC Resume Request, RRC Reject message. (key issue #1)
b) Sniffer, forge, tamper with DL NAS signalling for initial NAS, i.e. NAS Reject message. (key issue #1)
c) Sniffer, forge and tamper with UP data if UP security is not activated. (key issue #1)
d) Don't transfer RRC/NAS signalling or UP data to trigger DoS attack to the UE. (key issue #3)
	a) UECapabilityEnquiry is concluded. RRC Resume Request protection has only 1 solution (13), RRC Reject has 3 solutions (2, 10, 16)

b) NAS Reject has a new solution

c) Solutions in UP IP are applied for UP protection.
d) No solution for protection of DoS attack to the UE.

	CONNECTED (RLF)
	a) Sniffer, forge and tamper with UP data if UP security is not activated. (key issue #1)
b) Don't transfer RRC/NAS signalling or UP data to trigger DoS attack to the UE. (key issue #3)
	a) Solutions in UP IP are applied for UP protection.
b) No solution for protection of DoS attack to the UE.

	CONNECTED (Handover)
	a) Sniffer, forge and tamper with UP data if UP security is not activated. (key issue #1)
b) Attack to SON, e.g. abnormal HO failure case which may make SON ban target cell. (key issue #4)
c) Don't transfer RRC/NAS signalling or UP data to trigger DoS attack to the UE. (key issue #3)
	a) Avoid UE to handover to FBS (solution 6)
b) Avoid UE to trigger conditional handover to FBS (new solution)


As depicted in table 3, for scenario 4, TR has related solutions to avoid the UE to connect to the FBS, which eliminates all the security issues in scenario 4. Thus, we propose to address scenario 4 in key issue 3. 
Furthermore, we propose to address FBS detection in key issue 3.

For scenario 1 - 3, as analysis in clause 3.2, we don't see any solution to avoid the UE to connect to the FBS. Thus, we propose to eliminate the security impact one by one. The following solutions apply:
1. RRC Reject Protection in key issue 1.
2. RRC Resume Request Protection in key issue 1.
3. NAS Reject Protection in key issue 1.
4. Authentication Replay Protection in key issue 5.
The remaining security issue is that don't transfer RRC/NAS signalling or UP data to trigger DoS attack to the UE, since we don't find any solution to solve this problem, we suggest not to address this security issue in R16.
4 Detailed proposal
In order to try our best to mitigate security issues caused by FBS and also consider short time slot of RAN2, we should specify simple solutions (without big impact for RAN2) in R16 FBS to address the above security issues: 

1. UE Capability Enquiry Protection in KI#1: it is concluded.
2. RRC Reject Protection in KI#1: we have discussion paper for this security requirement. (small impact for RAN2)
3. RRC Resume Request Protection in KI#1: solution 13 could solve this problem. (small impact for RAN2)
4. NAS Reject Protection in KI#1: we have new solution for this security requirement. (No impact for RAN2, small impact for SA2)
5. Avoid tampering broadcast in KI#2: simple solution (e.g. HASH based solution) to avoid broadcast tampering.

6. Detection for FBS in KI#3: Enhancement for FBS detection is needed. (small impact for RAN2)
7. Avoid UE to handover to FBS in KI#3: Solution 6 in addition to a new solution for CHO could perfectly solve this problem. (small impact for RAN2)

8. Mitigation against the authentication relay attack in KI#5: Solution 5 could solve this problem. (No impact for RAN2, small impact for SA2)
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